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ACL

ACL/Base

This table contains ACL base table.

XML structure

<ACL>
<Base>
<ProcessingStatus></ProcessingStatus>
</Base>
</ACL>

Table description

ltem Description
Feature name ACL
Table name Base
Table type Single-instance table
Row name N/A
Restrictions None.
Columns
Column name Column description  Column type Data type and restrictions
Enumeration:
ProcessingStatus ACL processing status  N/A e 1—Processing.

e 2—Idle.

ACL/Capability

This table contains ACL capability information, and it is used to obtain custom ACL parameters.

XML structure

<ACL>
<Capability>



<UserAclL2>

<L2MaxOffset></L2MaxOffset>
<L2MaxLen></L2MaxLen>
</UserAclL2>

<UserAclL4>

<L4MaxOffset></L4MaxOffset>
<L4MaxLen></L4MaxLen>

</UserAclL4>

<UserAcl1Pv4>
<IPv4MaxOffset></IPv4MaxOffset>
<IPv4MaxLen></IPv4MaxLen>

</UserAcl 1Pv4>

<UserAcl I1Pv6>
<IPv6MaxOffset></IPv6MaxOffset>
<IPv6MaxLen></1Pv6MaxLen>

</UserAcl 1Pv6>

</Capability>

</ACL>

Table description

ltem Description
Feature name ACL

Table name Capability

Table type Single-instance table
Row name N/A

Restrictions None

Columns
Column - -
name Column description Column type Data type and restrictions
Custom Layer 2 frame Members include:
UserAclL2 header parameters for Data structure o [2MaxOffset.
user-defined ACL rules o 12Maxlen.
Maximum offset relative to Unsigned infeger.
L2MaxOffset  the beginning of the Layer 2 N/A
frame header Value range: 0 to 254.
i Unsigned integer.
L2MaxLen Maximum |engfh.of the N/A g 9
match pattern string Value range: 0 to 254.
Custom Layer 4 header Members include:
UserAclL4 parameters for user-defined  Data structure e [4MaxOffse.

ACL rules

e [4Maxlen.




Column

name Column description Column type Data type and restrictions
Maximum offset relative to Unsigned infeger.
L4MaxOffset  the beginning of the Layer 4 N/A
header Value range: 0 to 254.
i Unsigned integer.
L4MaxLen Maximum |engih.of the N/A Igned integ
match pattern string Value range: 0 to 254.
Custom IPv4 header Members include:
UserAclIPv4 parameters for user-defined  Data structure e |Pv4MaxOffset.
ACL rules o IPv4Maxlen.
Maximum offset relative to Unsigned infeger.
IPvdMaxOffset  the beginning of the IPv4 N/A
header Value range: 0 to 254.
i Unsigned integer.
IPv4MaxLen Maximum Iengih.mc the N/A g 9
match pattern string Value range: 0 to 254.
Custom IPv6 header Members include:
UserAclIPvé parameters for user-defined  Data structure e [Pv6MaxOffset.
ACL rules e |Pv6Maxlen.
Maximum offset relative to Unsigned infeger.
IPvé6MaxOffset  the beginning of the IPv6 N/A
header Value range: 0 to 254.
i Unsigned integer.
IPvéMaxLen Maximum length of the N/A Igned integ

match pattern string

Value range: 0 to 254.

ACL/Groups

This table displays ACL information.

XML structure

<ACL>
<Groups>
<Group>

<GroupType></GroupType>

<GrouplID></GroupID>
<MatchOrder></MatchOrder>
<Step></Step>

<Name></Name>

<Description></Description>

<RuleNum></RuleNum>

</Group>
</Groups>
</ACL>



Table description

ltem Description
Feature name ACL
Table name Groups
Table type Multi-instance table
Row name Group
Restrictions None
Columns
Column Colun.ln' Column Data type and restrictions Remarks
name description type
Enumeration:
GroupType  ACL type Index o 1—IPv4. N/A
o 2—IPv6.
The value range depends on
the GroupType column.
e 2000 to 5999 if
GroupType is 1.
o IPv4 basic ACL: 2000 to
2999.
o IPv4 advanced ACL:
ACL Unsigned integer. 3(;00 fo f3999.h g
o Ethernet frame header
GrowplD \mber  Index Yo range: 2000 to ACL: 4000 to 4999.
' o Userdefined ACL: 5000
to 5999.
e 2000 to 3999 if Grouplype
is 2.
o IPvé basic ACL: 2000 to
2999.
o IPv6 advanced ACL:
3000 to 3999.
Enumeration:
e 1—Config (default). In
Order in this order, rules are
MatchOrder which the N/A sorted in ascending N/A
rules are order of rule ID.
sorted e 2—Auto. In this order,
rules are sorted in
depth-first order.
ACL rule Unsigned integer.
Step numbering N/A Value range: 1 to 20. N/A
step Default: 5.




Column Column Column Data type and restrictions Remarks

name description type
String, case-insensitive. i
Name ACLname  N/A 9 Bydﬁadtnonomew
Length: 1 to 63 characters. specified for an ACL.
String, case-sensitive.
Description ACL N N/A 9 By cle.faylt, an ACL has no
description Length: 1 to 127 characters. description.
Number of Unsigned integer.
RuleNum rules inthe  N/A N/A
ACL Value range: 0 to 65535.

ACL/IPv4BasicRules

This table contains IPv4 basic ACL rule information.

XML structure

<ACL>
<IPv4BasicRules>
<Rule>
<GrouplID></GrouplD>
<RulelD></RulelD>
<Action></Action>
<SrcAny></SrcAny>
<SrclPv4>
<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wildcard>
</SrclPv4>
<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
<Status></Status>
<Count></Count>
<Matchlndex></Matchlndex>
</Rule>
</IPv4BasicRules>
</ACL>

Table description

ltem Description

Feature name ACL




ltem Description
Table name IPv4BasicRules
Table type Multi-instance table
Row name Rule
Restrictions None
Columns
Column Colun.ln' Column Data type and restrictions Remarks
name description type
Unsigned integer.
GrouplD ACL number. Index Value range: 2000 to N/A
2999.
Unsigned integer.
RulelD Rule ID. Index N/A
Value range: 0 to 65534.
) ) Enumeration:
Action Achon. on packels N/A e 1—Deny. N/A
matching the rule.
e 2—Permit.
Boolean:
Whether a rule e true—Matches any
matches an source IP addresses
SrcAny Y N/A (default). N/A
source |P
addresses. o false—Maiches the
specified source IP
address.
s Pud 5 Members include: o 5
t t t
SrclPud Source IPv ata o SrclPvaAddr e ftwo members mus
information. structure both be specified.
e SrclPv4Wildcard.
Example: 1.1.1.1.
This column is available
SrclPvaAddr Source IPv4 N/A Strlng, dotted decimal ?Nhen the SrcAny column
address. notation. is false.
It must be empty when the
SrcAny column is true.
Example:
255.255.255.0.
. Wildcard mask for . . This column is available
SrclPvAWild the source IPv4 N/A Strlng, dotted decimal when the SrcAny column
card notation.

address.

is false.

It must be empty when the
SrcAny column is true.




Column

Column

Column

name description type Data type and restrictions Remarks
Boolean:
Whether o rule e true—Matches only
Fragment matches only N/A non-irst fragments. N/A
nonirst fragments. e false—Matches both
fragments and
non-fragments (default).
String, case-insensitive.
TimeRange Time range. N/A N/A
Length: 1 to 32 characters.
String, case-sensitive.
VRF VRF. N/A N/A
Length: 1 to 31 characters.
Boolean:
e true—Counts the rule
Counting \I/:/het:mer to c;:uni N/A matches. N/A
the rule matches. e false—Does not count
the rule matches
(default).
Boolean:
true—Logs rule match
. Whether to log ¢ 9
Logging rule match events. N/A events. N/A
o false—Does not log rule
match events (default).
String, case-sensitive.
Comment Rule comment. N/A N/A
Length: 1 to 127 characters.
Enumeration:
Status Rule status. N/A o 1—Active. N/A
e 2—Inactive.
Unsigned integer.
Count Number of packets N/A g g N/A
that match a rule. Value range: 0 to 2¢4- 1.
Unsigned integer.
Matchindex Index of the rule N/A g 9 N/A

after sorting.

Value range: 0 to 65534.

ACL/IPv6BasicRules

This table contains IPv6 basic ACL rule information.

XML structure

<ACL>

<IPv6BasicRules>

<Rule>

<GrouplID></GrouplID>
<RulelD></RulelD>



<Action></Action>
<SrcAny></SrcAny>
<SrclPv6>
<SrclPv6Addr></SrclPv6Addr>
<SrclPv6Prefix></SrclPv6Prefix>
</SrclPv6>
<RoutingTypeAny></RoutingTypeAny>
<RoutingTypeValue></RoutingTypeValue>
<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
<Status></Status>
<Count></Count>
<Matchlndex></Matchlndex>

</Rule>

</1Pv6BasicRules>
</ACL>

Table description

ltem Description
Feature name ACL
Table name IPv6BasicRules
Table type Multi-instance table
Row name Rule
Restrictions None
Columns
Column COIU'?". Column Data type and restrictions Remarks
name description type
Unsigned integer.
GrouplD ACL number. Index N/A
Value range: 2000 to 2999.
Unsigned integer.
RulelD Rule ID. Index N/A
Value range: 0 to 65534.
ACHE” on Enumeration:
Action pac e?s N/A e 1—Deny. N/A
matching the
rule. e 2—Permit.




Column

Column

Column

name description type Data type and restrictions Remarks
Boolean:
Whether a rule e true—Matches any source
SrcAny mqfchelsPony N/A IPv6 addresses (default). N/A
source o false—Matches the
addresses. specified source IPvé
address.
s b 5 Members include: " b both
ource IPv ata e members must bot
Srelbvé information. structure © SrclPvéAddress. be specified.
e SrclPv6Prefix.
Example: 1:1::1:1.
This column is available
. . when the SrcAny
SrclPvé6Addr Source IPv6 N/A Hexadecimal siring, column is false.
address. colon-separated.
It must be empty when
the SrcAny column is
true.
This column is available
when the SrcAny
SrelPuprefix ls-z';?ct levtze N/A Unsigned integer. column is false.
address prefix. Value range: 1 1o 128. It must be empty when
the SrcAny column is
true.
Boolean:
Whether a rule e true—Matches any types of
RoutingTypeA  matches any N/A routing header. N/A
ny types of routing o false—Maiches the
header. specified type of routing
header (default).
RoutingTypeV  Routing header N/A Unsigned integer. N/A
alve type. Value range: 0 to 255.
Boolean:
Whether a rule e true—Matches only nonfirst
Fragment mqfc{bes only N/A fragments. N/A
non-irst ¢ false—Matches both
fragments. fragments and
non-fragments (default).
String, case-insensitive.
TimeRange Time range. N/A 9 N/A
Length: 1 to 32 characters.
String, case-sensitive.
VRF VRF. N/A N/A
Length: 1 to 31 characters.
Boolean:
e true—Counts the rule
Counting Whether fo count N/A matches. N/A

the rule matches.

false—Does not count the
rule matches (default).




Column

Column

Column

name description type Data type and restrictions Remarks
Boolean:
Whether to log e true—Llogs rule maich
Logging rule match N/A events. N/A
events. o false—Does not log rule
match events (default).
String, case-sensitive.
Comment Rule comment. N/A N/A
Length: 1 to 127 characters.
Enumeration:
Status Rule status. N/A e 1—Active. N/A
e 2—Inactive.
Number of Unsigned integer.
Count packets that N/A N/A
match a rule. Value range: 0 to 2%4- 1.
Unsigned integer.
Matchindex Index of the rule N/A 9 9 N/A

after sorting.

Value range: 0 to 65534.

ACL/IPv4AdvanceRules

This table contains IPv4 advanced ACL rule information.

XML structure

<ACL>

<IPv4AdvanceRules>

<Rule>

<GrouplD></GrouplD>
<RulelD></RulelD>
<Action></Action>

<ProtocolType></ProtocolType>

<SrcAny></SrcAny>

<SrclPv4>

<SrclPv4Addr></SrclPv4Addr>

<SrclPv4Wildcard></SrclPv4Wildcard>
</SrclPv4>
<DstAny></DstAny>

<DstlIPv4>

<DstlIPv4Addr></DstIPv4Addr>

<DstlIPv4Wildcard></DstlPv4Wildcard>
</DstlPv4>
<DSCP></DSCP>

<Precedence></Precedence>

<TOS></TOS>

<SrcPort>



<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>
</SrcPort>
<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>
</DstPort>
<TcpFlag>
<ACK></ACK>
<FIN></FIN>
<PSH></PSH>
<RST></RST>
<SYN></SYN>
<URG></URG>
</TcpFlag>
<Established></Established>
<ICMP>
<ICMPType></I1CMPType>
<ICMPCode></1CMPCode>
</1CMP>
<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
<Status></Status>
<Count></Count>
<Matchlndex></Matchlndex>
</Rule>
</1Pv4AdvanceRules>
</ACL>

Table description

ltem Description
Feature name ACL

Table name IPv4AdvanceRules
Table type Multi-instance table
Row name Rule

Restrictions None

11



Columns

(n.'.zlmu:m S:l::;ion Et:)l:mn Data type and restrictions  Remarks
Unsigned integer.
GrouplD ACL number. Index J 9 N/A
Value range: 3000 to 3999.
Unsigned integer.
RulelD Rule ID. Index E 9 N/A
Value range: 0 to 65534.
AC”E” on Enumeration:
Action packets N/A « 1—Deny. N/A
matching the
rule. e 2—Permit.
Unsigned integer.
ProtocolType  Protocol type. N/A Valve range: 0 fo 256. N/A
The value 256 represents all
IPv4 protocols.
Boolean:
Whether a rule e true—Matches any source
SrcAny matches any N/A IP addresses (default). N/A
source IP o false—Matches the
addresses. specified source IP
address.
s Pud 5 Members include: " b both
ource [Pv ata e members must bot
Srelbv4 information. structure SrclPv4Addr. be specified.
e SrclPv4Wildcard.
Example: 1.1.1.1.
This column is available
Source IPv4 String, dotted decimal when the SrcAny column
SrclPv4Addr address. N/A notation. is false.
It must be empty when the
SrcAny column is true.
Example:
255.255.255.0.

. Wildcard mask . . This column is available
EJCIPVALWIHCO for the source N/A ?or:(:g;:o“ed decimal when the SrcAny column
IPv4 address. ' is false.

It must be empty when the
SrcAny column is frue.
Boolean:
Whether o rule o true—Matches any
matches an destination IP addresses
DstAny Y N/A (default). N/A

destination IP
addresses.

e false—Matches the
specified destination IP
address.

12



Column

Column

Column

name description type Data type and restrictions ~ Remarks
Destination Pvd D Members include: o b both
DstlPv4 . eshnoh.on \% ata e DstlPv4Addr. e mer‘p. ers must bot
information. structure be specified.
o DstlPv4Wildcard.
Example: 1.1.1.1.
This column is available
DsHPvAAddr Destination IPv4 N/A Strlng, dotted decimal Yvhen the DstAny column
address. notation. is false.
It must be empty when the
DstAny column is true.
Example:
255.255.255.0.
Wildcard mask This col . ilabl
DstlPv4Wildca  for the String, dotted decimal s coumn 1S avariable
- N/A ’ when the DstAny column
rd destination IPv4 notation. .
is false.
address.
[t must be empty when the
DstAny column is true.
Unsigned integer.
DSCP DSCP priority. N/A N/A
Value range: 0 to 63.
Unsigned integer.
Precedence IP precedence. N/A N/A
Value range: O to 7.
Unsigned integer.
TOS ToS preference. N/A N/A
Value range: 0 to 15.
Members include: Only the TCP and UDP
protocols support this
SrcPort .Source Port Data e  SrcPortOp. column.
information. structure e SrcPortValuel.
The members must be all
o SrcPortValue?2. specified.
Enumeration:
o 1—It (lower than).
e 2—eq (equal to).
Source port
SrcPortOp operator. N/A e 3—gt (greater than). N/A
e 4—neq (not equal to).
e 5—range (inclusive
range).
Unsigned integer.
SrcPortValuel  Start source port.  N/A N/A
Value range: 0 to 65535.
When the SrcPortOp is 5,
the value range is O to
Unsigned infeger. 65535. Otherwise, it can
SrcPortValue2  End source port.  N/A only be 65536. The value

Value range: 0 to 65536.

65536 indicates that the
end source port is not
available.

13



Column Colur!m. Column Data type and restrictions ~ Remarks
name description type
Members include: Only the TCP and U.DP
Destingfi ' Dat e DsfPortO protocols support this
DstPort Desfination por ata stPortOp. column.
information. structure o DstPortValuel.
The members must be all
o DstPortValue2. specified.
Enumeration:
e 1—lIt (lower than).
Destination port * 2—eq equal o)
DstPortOp operator. N/A e 3—gt (greater than). N/A
e 4—neq (not equal to).
e 5-—range (inclusive
range).
inati Unsigned integer.
DstPoriValue Start destination N/A 9 9 N/A
port. Value range: O to 65535.
When the DstPortOp is 5,
the value range is O to
- Unsigned integer. 65535. Otherwise, it can
DstPortValue2 Endt destination N/A 9 I only be 65536. The value
port- Value range: 0 to 65536. 65536 indicates that the
end destination port is not
available.
Members include:
o ACK.
Det e FIN.
ata
TepFlag TCP flags. droctore © PSH- N/A
e RST.
e SYN.
e URG.
Unsigned integer.
ACK ACK flag in a N/A Value range: O or 1. Only the T(;P protocol
TCP packet. o 0—ACK flag is not set. supports this column.
e 1—-ACKflag is set.
Unsigned integer.
FIN flag in a TCP Value range: O or 1. Only the TCP protocol
FIN N/A )
packet. o 0—FIN flag is not set. supports this column.
e 1—FIN flag is set.
Unsigned integer.
i Val : 1.
PSH PSH flag in a N/A alue range: 0 or Only the T(;P protocol
TCP packet. o 0—PSH flag is not set. supports this column.

e 1—PSH flag is set.




Column Colur!m. Column Data type and restrictions ~ Remarks
name description type
Unsigned integer.
RST flag in a TCP Value range: 0 or 1. Only the TCP protocol
RST N/A )
packet. o 0—RST flag is not set. supports this column.
e 1—RST flag is set.
Unsigned integer.
SYN SYN flag in a N/A Value range: O or 1. Only the T(;P protocol
TCP packet. e 0—SYN flag is not set. supports this column.
e 1—SYNflag is set.
Unsigned integer.
URG URG flag in a N/A Value range: O or 1. Only the T(;P protocol
TCP packet. e 0—URG flag is not set. supports this column.
e 1—URG flag is set.
Only the TCP protocol
supports this column.
Whether a rule
maiches flags Boolean: On a router, the rule
. indicating the matches TCP connection
Established established status N/A * frue—Motches the flags. packets with the ACK or
of a TCP e false—Ignores the flags. RST flag set. On a switch,
connection. the availability and usage
of this column depend on
the device model.
5 Members include: o b both
ICMP ICMP messages. ata e ICMPType. © members must bot
structure be specified.
e ICMPCode.
Unsigned integer.
ICMPType Type of ICMP N/A 9 9 Only the I(;MP protocol
messages. Value range: 0 to 255. supports this column.
Unsigned integer.
ICMPCode Code of ICMP N/A Value range: Oto 256. Only the ICMP protocol
messages. The value 256 indicates that  sypports this column.
no ICMP message code is
specified.
Boolean:
Whether a rule e true—Matches only
Fragment moic;\es only N/A non-irst fragments. N/A
non-first o false—Matches both
fragments. fragments and
non-fragments (default).
String, case-insensitive.
TimeRange Time range. N/A N/A
Length: O to 32 characters.
String, case-sensitive.
VRF VRF. N/A N/A

Length: 1 to 31 characters.
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Column Colur!m. Column Data type and restrictions ~ Remarks
name description type
Boolean:
o true—Counts the rule
Counting Whether fo count N/A matches. N/A
the rule matches.
e false—Does not count the
rule matches (default).
Boolean:
Whether to log e true—Llogs rule match
Logging rule match N/A events. N/A
events. o false—Does not log rule
match events (default).
String, case-sensitive.
Comment Rule comment. N/A N/A
Length: 1 to 127 characters.
Enumeration:
Status Rule status. N/A o 1—Active. N/A
e 2—Inactive.
Number of Unsigned integer.
Count packets that N/A N/A
match a rule. Value range: 0 to 2%*- 1.
Unsigned integer.
Matchindex Index of the rule N/A 9 g N/A

affer sorting.

Value range: 0 to 65534.

ACL/IPv6AdvanceRules

This table contains IPvé advanced ACL rule information.

XML structure

<ACL>

<IPv6AdvanceRules>

<Rule>

<Group1D></GrouplD>
<RulelD></RulelD>
<Action></Action>

<ProtocolType></ProtocolType>

<SrcAny></SrcAny>

<SrclPv6>

<SrclPv6Addr></SrclPv6Addr>

<SrclPv6Prefix></SrclPv6Prefix>

</SrclPv6>
<DstAny></DstAny>

<DstlIPv6>

<DstlPv6Addr></DstlPv6Addr>

<DstlPv6Prefix></DstlPv6Prefix>



</DstlPv6>
<DSCP></DSCP>
<FlowLabel></FlowLabel>
<RoutingTypeAny></RoutingTypeAny>
<RoutingTypeValue></RoutingTypeValue>
<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>
</SrcPort>
<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>
</DstPort>
<TcpFlag>
<ACK></ACK>
<FIN></FIN>
<PSH></PSH>
<RST></RST>
<SYN></SYN>
<URG></URG>
</TcpFlag>
<Established></Established>
<ICMP6>
<ICMP6Type></I1CMP6Type>
<I1CMP6Code></1CMP6Code>
</1CMP6>
<Fragment></Fragment>
<HopTypeAny></HopTypeAny>
<HopTypeValue></HopTypeValue>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
<Status></Status>
<Count></Count>
<Matchlndex></MatchIndex>
</Rule>
</1Pv6AdvanceRules>
</ACL>

Table description

ltem Description

Feature name ACL
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Table name

IPv6AdvanceRules

Columns

Table type Multi-instance table
Row name Rule
Restrictions None
Column name Colun.m' Column Data type and Remarks
description type restrictions
Unsigned integer.
GrouplD ACL number. Index Value range: 3000 to N/A
3999.
Unsigned integer.
RUlelD RUle ID. IndeX Value range: 0 to N/A
65534.
AC“E” on Enumeration:
Action pac eTs N/A e 1—Deny. N/A
matching the
rule. e 2—Permit.
Unsigned integer.
ProtocolType Protocol type. N/A Value range: 0 fo 256. N/A
The value 256 represents
all IPv6 protocols.
Boolean:
Whether o rule e true—Maitches any
matches an source IPvé addresses
SrcAny y N/A (default). N/A
source IPvé
addresses. o false—Matches the
specified source IPv6
address.
s Pub 5 Members include: ™ b both
ource [Pv ata e two members must bof
SrelPv6 information. structure * SrclPv6Addr be specified.
e SrclPv6Prefix.
Example: 1:1::1:1.
This column is available
Source IPv6 Hexadecimal string, when the SrcAny column is
SrclPvoAddr address. N/A colon-separated. false.
It must be empty when the
SrcAny column is true.
This column is available
Length of the Unsigned infeger. when the SrcAny column is
SrclPv6Prefix source IPvé N/A false.

address prefix.

Value range: 1 to 128.

It must be empty when the
SrcAny column is frue.

18



Column

Column

Data type and

Column name - - Remarks
description type restrictions
Boolean:
Whether a rule ¢ irue.—M.otches any
matches any destination IPv6
DstAny destination IPvé N/A addresses (default). N/A
addresses. o false—Maiches the
specified destination
IPv6 address.
5 o D Members include: . b both
tinati t t t bot
DsilPvé Desfination IPy ata o DstlPveAddr e fwo members must bo
information. structure be specified.
o DstlPv6Prefix.
Example: 1:1::1:1.
This column is available
DsPv6Addr Destination IPvé N/A Hexadecimal string, when the DstAny column is
address. colon-separated. false.
It must be empty when the
DstAny column is true.
This column is available
Length of the Unsigned infeger. when the DstAny column is
DstIPv6Prefix destination IPv6  N/A Val 1o 128 false.
address prefix. alue range: 1 fo ' It must be empty when the
DstAny column is true.
Unsigned integer.
DSCP DSCP priority. N/A N/A
Value range: 0 to 63.
Flow label value Unsigned integer.
FlowLabel in an IPvé packet N/A Value range: 0 to N/A
header. 1048575.
Boolean:
e true—Maiches any
Whe}:her arule types of routing
RoutingTypeAny matches any N/A header. N/A
fypes of routing e false—Matches the
header. specified type of
routing header
(default).
i i Unsigned integer.
RoutingTypeVal ~ Routing header N/A g 9 N/A
ve type. Value range: 0 to 255.
Members include: Only the TCP and UDP
SrePortO protocols support this
SrcPort $ource F?ort Data e SrcPortOp. column.
information. structure e SrcPortValuel.

SrcPortValue?2.

The members must be all
specified.
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Column

Column

Data type and

Column name _t - Remarks
description type restrictions
Enumeration:
e 1—It (lower than).
e 2—eq (equal to).
Source port
SrcPortOp operaor. N/A o 3—gt(greaterthan). N/A
e 4—neq (not equal fo).
e 5—range (inclusive
range).
Unsigned integer.
SrcPortValue1 Start source port.  N/A Value range: 0 to N/A
65535.
When the SrcPortOp is 5,
the value range is O to
Unsigned integer. 65535. Otherwise, it can
SrcPortValue2 End source port.  N/A Value range: 0 to only be 65536. The value
65536. 65536 indicates that the
end source port is not
available.
Members include: Only the TCP and U‘DP
o DetPortO protocols support this
DstPort Peshnqh‘on port  Data e DstPortOp. column.
information. structure e DstPortValuel.
The members must be all
o DstPortValue?2. specified.
Enumeration:
e 1—It (lower than).
- e 2—eq (equal to).
Destination port
DstPortOp operaor. N/A o 3—gt(greaterthan). N/A
e 4—neq (not equal fo).
e 5—range (inclusive
range).
Start desfingft Unsigned integer.
DSiPOrtVOer] pocrri" estination N/A Volue ronge: O to N/A
' 65535.
When the DstPortOp is 5,
the value range is O to
End destination Unsigned integer. 65535. Otherwise, it can
DsiPoer0|ue2 N/A Volue range: 0 to On|y be 65536. The VGer

port.

65536.

65536 indicates that the
end destination port is not
available.
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Column Column  Data type and
Column name . L Remarks
description type restrictions
Members include:
e ACK.
Dot e FIN.
ata
TcpFlag TCP flags. shructure PSH. N/A
e RST.
e SYN.
e URG.
Unsigned integer.
| : 1.
ACK ACK flag in a N/A Value range: O o.r Only the TCP protocol
TCP packet. ¢ 0—ACKflag is not supports this column.
set.
o 1—ACK flag is set.
Unsigned integer.
FIN FIN flag in a TCP N/A Value range: O or 1. Only the TCP protocol
packet. e O—FIN flag is not set.  supports this column.
e 1—FIN flag is set.
Unsigned integer.
PSH PSH flag in a N/A Value range: O or 1. Only the TCP protocol
TCP packet. e 0—PSH flag is not set.  supports this column.
e 1—PSH flag is set.
Unsigned integer.
RST RST flag in a TCP N/A Value range: O or 1. Only the TCP protocol
packet. e 0—RST flag is not set. suppors this column.
e 1—RST flag is set.
Unsigned integer.
SYN SYN flag in a N/A Value range: 0 o.r E Only the TCP protocol
TCP packet. ¢ 0—SYN flag is not supports this column.
set.
e 1—SYNflag is set.
Unsigned integer.
| : 1.
URG URG flag in a N/A Value range: 0 OT Only the TCP protocol
TCP packet. ¢ 0—URG flag is not supports this column.
set.
e 1—URG flag is set.
Only the TCP protocol
supports this column.
Whether a rule Boolean: o be ol
matches flags n a router, the rule
indicating the * frue—Matches the matches TCP connection
Established N/A flags. packets with the ACK or

established status
of a TCP

connection.

e false—Ignores the
flags.

RST flag set. On a switch,
the availability and usage
of this column depend on
the device model.
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Column name Column Column  Data type and Remarks
description type restrictions
CMPYS 5 Members include: ™ b Lot b
t t bof!
ICMPS messc;/ges. st?u(c]ture * ICMPOType. sp:c?;iznc]. S e
e |ICMP6Code.
ICMP6T Type of ICMPvé N/A Unsigned integer. Only the ICMPv6 protocol
ype messages. Value range: 0 to 255. supports this column.
Unsigned integer.
ICMP&Cod Code of ICMPv6 N/A Value range: O to 256. Only the ICMPv6 protocol
ode messages. The value 256 indicates  sypports this column.
that no ICMPvé message
code is specified.
Boolean:
Whether o rule e true—Matches only
matches only non-irst fragments.
Fragment nondirst N/A o false—Matches both ~ N/A
fragments. fragments and
non-fragments
(default).
Boolean:
Whether o rule e true—Matches any
maiched any types of Hop-by-Hop
HopTypeAny types of N/A Options header. N/A
Hop-by-Hop o false—Maiches the
Options header. specified type of
Hop-by-Hop Options
header (default).
— LypebOfH N/A Unsigned integer. N/A
HopTypeValue op-by-Hop
Options header. Value range: 0 to 255.
String, case-insensitive.
TimeRange Time range. N/A Length: 0 to 32 N/A
characters.
String, case-sensitive.
VRF VRF. N/A Length: O to 31 N/A
characters.
Boolean:
e true—Counts the rule
Counting Whether to count N/A matches. N/A

the rule matches.

e false—Does not count
the rule matches

(default).
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Column

Column

Data type and

Column name . A Remarks
description type restrictions
Boolean:
Whether fo log e true—Llogs rule maich
Logging rule match N/A events. N/A
events. o false—Does not log
rule match events
(default).
String, case-sensitive.
Comment Rule comment. N/A length: 1 to 127 N/A
characters.
Enumeration:
Status Rule status. N/A o 1—Active. N/A
e 2—Inactive.
Number of Unsigned integer.
Count packets that N/A N/A
match a rule. Value range: 0 to 2%*- 1.
index of the rul Unsigned integer.
of the rule
Matchindex noex h N/A Value range: 0 to N/A

after sorting.

65534.

ACL/MACRules

This table contains Ethernet frame header ACL rule information.

XML structure

<ACL>
<MACRules>
<Rule>

<GrouplD></GrouplD>
<RulelD></RulelD>
<Action></Action>
<SrcMACAddr>
<SrcMACAddress></SrcMACAddress>
<SrcMACMask></SrcMACMask>
</SrcMACAddr>
<DstMACAddr>
<DstMACAddress></DstMACAddress>
<DstMACMask></DstMACMask>
</DstMACAddr>

<C0S></C0S>

<Protocol>
<ProtocolType></ProtocolType>
<ProtocolTypeMask></Protocol TypeMask>

</Protocol>
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<LSAP>

<LSAPType></LSAPType>
<LSAPTypeMask></LSAPTypeMask>

</LSAP>

<TimeRange></TimeRange>

<Counting></Counting>

<Comment></Comment>

<Status></Status>

<Count></Count>

<MatchlIndex></Matchlndex>

</Rule>
</MACRules>
</ACL>

Table description

ltem Description
Feature name ACL
Table name MACRules
Table type Multi-instance table
Row name Rule
Restrictions None
Columns
Column name Colun.ln' Column Data type and restrictions Remarks
description type
Unsigned integer.
GrouplD ACL number. Index N/A
Value range: 4000 to 4999.
Unsigned integer.
RulelD Rule ID. Index N/A
Value range: 0 to 65534.
) ) Enumeration:
Action Achon. on packets N/A o 1—Deny. N/A
matching the rule.
e 2—Permit.
Information about Data Members include: The members must
SrceMACAddr the source MAC e SrcMACAddress. iy
structure both be specified.
address. o SrcMACMask.
Source MAC Six groups of two hexadecimal ~ Example:
SreMACAddress address. N/A digits, hyphen-separated. 00-0Oc-af-e3-5d-c0.
SreMACMask Mask of the source N/A Six groups of two hexadecimal ~ Example:

MAC address.

digits, hyphen-separated.

FH--F-H--H.
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Column name Colun.m. Column Data type and restrictions Remarks
description type
Information about Data Members include: The members must
DstMACAddr the destination o DstMACAddress. o
d4d structure both be specified.
e ki o DstMACMask.
Destination MAC Six groups of two hexadecimal ~ Example:
DstMACAddress address. N/A digits, hyphen-separated. 00-Oc-af-e3-5d-c0.
Mask of the Six groups of two hexadecimal  Example:
DstMACMask destination MAC N/A X groups of wo hexacecima ampre:
digits, hyphen-separated. FHA-H-HA
address.
Unsigned integer.
COS 802.1p priority. N/A N/A
Value range: O to 7.
Members include:
Protocol Link layer protocol Data e ProtocolT The members must
yerp " structure rolocollype. both be specified.
e ProtocolTypeMask.
Hexadecimal string.
ProtocolType Type of the link N/A Length: 1 to 4 characters. N/A
layer protocol.
Value range: 0 to FFFF.
Mask of the link Hexadecimal string.
:IiotocolTypqu layer protocol N/A Length: 1 to 4 characters. N/A
fype. Value range: O to FFFF.
5 Members include: o b
ata e members must
LSAP LSAP. structure © DOAPType. both be specified.
o LSAPTypeMask.
Hexadecimal string.
LSAPType Type of LSAP. N/A Length: 1 to 4 characters. N/A
Value range: 0 to FFFF.
Hexadecimal string.
LSAPTypeMask :\;\::k of the LSAP N/A Length: 1 to 4 characters. N/A
Value range: O to FFFF.
String, case-insensitive.
TimeRange Time range. N/A N/A
Length: 1 to 32 characters.
Boolean:
e true—Counts the rule
Counting Whether fo count N/A matches. N/A
the rule matches.
o false—Does not count the
rule matches (default).
String, case-sensitive.
Comment Rule comment. N/A N/A
Length: 1 to 127 characters.
Enumeration:
Status Rule status. N/A e 1—Active. N/A

e 2—Inactive.
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Column name g:i::"il;:‘iion gc;)l:mn Data type and restrictions Remarks
Unsigned integer.
Count Number of packets N/A g 9 N/A
that match a rule. Value range: 0 to 2%4- 1.
Unsigned integer.
Matchindex Index of the rule N/A Ignea integ N/A

after sorting.

Value range: 0 to 65534.

ACL/PtilterDefAction

This table contains information about the default global packet filter actions.

XML structure

<ACL>

<PfilterDefAction>

<DefaultAction></DefaultAction>
</PfilterDefAction>

</ACL>

Table description

ltem

Description

Feature name

ACL

Table name PfilterDefAction

Table type Single-instance table

Row name N/A

Restrictions None

Columns

Column Column .

Column name description type Data type and restrictions
Defaul et fil Enumeration:

DefaultAction etault packet filter N/A e 1—Permit (default).

action
e 2—Deny.

ACL/PtilterApply

This table contains information about packet filter application.
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XML structure

<ACL>
<PFfilterApply>
<Pfilter>
<AppObjType></AppObjType>
<AppObj Index></AppObj Index>
<AppDirection></AppDirection>
<AppAclIType></AppAclType>
<AppAcliGroup></AppAcliGroup>
<HardCount></HardCount>
<AppSequence></AppSequence>
</Pfilter>
</PFfilterApply>
</ACL>

Table description

ltem Description
Feature name ACL
Table name PfilterApply
Table type Multi-instance table
Row name Pfilter
Restrictions None
Columns
Column name Colun.m. Column Data. fype and Remarks
description type restrictions
f Enumeration:
Type of the .
AppObiType application Index * T—lnferface. N/A
obiject. ° 2-VIAN.
e 3—GClobal.
The value depends on the
AppObijType column.
e |Interface index if
Index of the Unsigned integer. AppObiType is 1.
AppObijindex application Index Value range: O to e VLAN ID in the range
object. 4294967295, of 1 1o 4094 if

AppObiType is 2.
e The value is O if
AppObiType is 3.
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Column Column

Data type and

Column name descriofi A Remarks
escription type restrictions
Anplicafi Enumeration:
AppDirection delsohon Index e 1—Inbound. N/A
irection.
e 2—Outbound.
Enumeration: * Type 4 is a special
o« 1—IPv4 ACL Ak
o 2-IPv6 ACL " peSknol
AppAcIT ACL type. Ind supporied in e
ppACype Ype naex e 3—Fthernet frame current software
header ACL. version, and is
o 4—ACL with the reserved for future
default action. support.
An ACL name must start
with an English lefter and
e ACL name: cannot be all.
Case-insensitive string  The value range depends
of 1to 63 characters.  on the AppAciType
ACL name or .
AppAclGroup umber Index e ACL number: column.
’ 0 or an unsigned e 2000 to 5999 if
integer in the range of AppAclType is 1.
2000 to 5999. e 2000 to 3999 if
AppAclType is 2.
o 0if AppAciType is 4.
\Nlhether Itwo c9unt Enumeration:
HardCount rule matches in N/A e 1—Enable. N/A
hardware for the
ACL. e 2—Disable.
ACL anplicafi Unsigned integer.
application
AppSequence PP N/A Value range: 1 to N/A

sequence.

4294967295.

ACL/PtilterGroupRuninfo

This table contains running information about packet filter ACLs on application objects.

XML structure

<ACL>
<PFilterGroupRuninfo>
<GroupRunInfo>
<AppObjType></AppObjType>
<AppObj Index></AppObj Index>
<AppDirection></AppDirection>
<AppAclIType></AppAclType>
<AppAcIGroup></AppAcliGroup>
<AclGroupStatus></AclGroupStatus>
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<AclGroupCountStatus></AclGroupCountStatus>

<AclGroupPermitPkts></AclGroupPermitPkts>

<AclGroupPermitBytes></AclGroupPermitBytes>

<AclGroupDenyPkts></AclGroupDenyPkts>

<AclGroupDenyBytes></AclGroupDenyBytes>
</GroupRunInfo>

</PfilterGroupRuninfo>

</ACL>

Table description

ltem

Description

Feature name

ACL

Table name PfilterGroupRuninfo
Table type Multi-instance table
Row name GroupRunlnfo
Restrictions None
Columns
Column name Cqun‘1n. Column Data fype and Remarks
description  type restrictions
f Enumeration:
Type of the
1—Interface.
AppObijType application Index ¢ nieriace N/A
object, o 2-VIAN.
e 3—Global.
The value depends on the
AppObjType column.
o Interface index if
Index of the Unsigned integer. AppObiType is 1.
AppObilndex application Index Value range: 0 to e VLANID in the range of 1
object. 4294967295. to 4094 if AppObjType is
2.
e The value is O if
AppObijType is 3.
lcati Enumeration:
AppDirection ﬁlpp |<.:<:11|on Index e 1—Inbound. N/A
irection.

e 2—Outbound.
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Column Column  Data type and
Column name .- - Remarks
description  type restrictions
) e Type 4 is a special ACL.
Enumeration: The default action can be
e 1—IPv4 ACL. the default MAC action,
e 2—IPv6 ACL. default IPv4 action, or
AppAciType ACL type. Index e 3—Ethernet frame default IPv6 action.
header ACL e Type 3 is not supported in
o 4—ACL with the the .curreni so.Hwore
. version, and is reserve
default action. d d
for future support

An ACL name must start with

an English letter and cannot

be all.

The value depends on the

AppAciType column.

e ACL name: ¢ i\OOg\ tﬁ 599.9 |]f
Case-insensitive string PPACIIYPE 13 n
ACL of 1to 63 characters. ~ ® 2000 to 399.9 i
AppAclGroup numbneorme °" Index e ACL number: AppAdlType is 2.
: 0 or an unsigned o 1if AppAclTyPe is. 4 and
integer in the range of the default action is
2000 to 5999. default MAC action.

e 2 if AppAciType is 4 and
the default action is
default IPv4 action.

e 3 if AppAciType is 4 and
the default action is
default IPv6 action.

Whether an Enumeration:

i 1— .

AclGroupStatus ACLis N/A ¢ Succeeded N/A

successfully e 2_Failed.

applied. e 3—Partly succeeded.

Whether an

ACL with Enumeration:

hardware

1— .

AtchroupCountSt counting N/A o Su.cceeded N/A
ans enabled is * 2—Failed.

successfully e 3—Partly succeeded.

applied.

Number of If the device does not support
AclGroupPermitPk N 'tf do N/A Unsigned integer. match counting for packet
fs oy Value range: 0 fo 264 1. filter, OxFFFFFFFFFFFFFFFF is

packets. returned.

Number of If the device does not support
AclGroupPermitBy rmitted N/A Unsigned integer. match counting for packet
fes E;es' © Value range: Oto 264 1. filter, OxFFFFFFFFFFFFFFFF is

returned.




Column Column  Data type and

Column name description  type restrictions Remarks
Number of If the device does not support
AclGroupDenyPkt o Unsigned integer. match counting for packet
denied N/A . .
S Volue range: O to 264 - ] h“er, OXFFFFFFFFFFFFFFFF IS
packets.
returned.
If the device does not support
AclGroupDenyByt  Number of N/A Unsigned integer. match counting for packet
es denied bytes. Value range: O to 2¢4- 1. filter, OxFFFFFFFFFFFFFFFF is

returned.

ACL/PtilterRuleRuninfo

This table contains running information about packet filter ACL rules on application objects.

XML structure

<ACL>
<PfilterRuleRuninfo>
<RuleRunlinfo>
<AppObjType></AppObjType>
<AppObj Index></AppObj Index>
<AppDirection></AppDirection>
<AppAclIType></AppAclType>
<AppAclIGroup></AppAcliGroup>
<AppAclRulelndex></AppAclRulelndex>
<AclRuleStatus></AclRuleStatus>
<AclRuleCountStatus></AclRuleCountStatus>
<AclRuleMatchPkts></AclRuleMatchPkts>
<AclRuleMatchBytes></AclRuleMatchBytes>
</RuleRuninfo>
</PfilterRuleRuninfo>
</ACL>

Table description

Item Description
Feature name ACL

Table name PfilterRuleRuninfo
Table type Multi-instance table
Row name RuleRuninfo
Restrictions None
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Columns

Column name SZ!:ITF;ion E(:)l:mn Data type and restrictions  Remarks
{- Enumeration:
Type of the .
AppObijType application Index * 1-interfoce. N/A
object. ° 2-VIAN.
e 3—Global.
The value depends on
the AppObiType
column.
Index of the Unsigned integer. ¢ IAnierfCa)leTinde.x i,]:
AppObjindex application Index Value range: 0 to . VF:N |I|D>i1:?hz '
object.
! 4294967295 range of 1 to 4094
if AppObijType is 2.
e The valueis O if
AppObijType is 3.
lcafi Enumeration:
AppDirection ':“ﬁ):clt?s:on Index e 1—Inbound. N/A
e 2—Outbound.
Enumeration:
AppAciType ACL type. Index e 1—IPv4 ACL. N/A
o 2—|Pv6 ACL.
An ACL name must start
with an English letter
e ACL name: and cannot be all.
Case-insensitive string of 1
The value range
ACL to 63 characters. depends on the
name or
AppAclGroup number. Index . QCL number: dinn AppAciType column.
or an unsigned integer )
in the range of 2000 to * 2000to 599.9 i
5999, AppAciType is 1.
e 2000 to 3999 if
AppAciType is 2.
Unsigned integer.
AppAciRulelndex Index of the Index 9 9 N/A
ACL rules. Value range: 0 to 65534.
Whether an Enumeration:
AclRuleStatus ACL e is N/A * 1—Succeeded. N/A
succgssfully e 2—Failed.
applied. e 3—Partly succeeded.
Whether an
ACL rule with Enumeration:
hardware e 1—Succeeded.
AclRuleCountStatus  counting N/A ) N/A
enabled is * 2—Failed.
successfully e 3—Partly succeeded.
applied.
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Column Column

Column name description type

Data type and restrictions

Remarks

If the device does not

Number of Unsigned infeger. support match counting
AclRuleMatchPkts matched N/A o for packet filter,
packets. Valve range: 0o 2%~ 1. 0 FFFFFFFFFFFFFFFF is
returned.
If the device does not
Number of Unsigned infeger. support match counting

AclRuleMatchBytes N/A

matched bytes.

Value range: 0 to 2% - 1.

for packet filter,
OxFFFFFFFFFFFFFFFF is

returned.

ACL/PfilterStatisticSum

This table contains accumulative statistics about an ACL on a specific direction.

XML structure

<ACL>
<PfilterStatisticSum>
<StatisticSum>
<Direction></Direction>
<AclType></AclType>
<AclGroup></AclGroup>
<AclRulelndex></AclRulelndex>
<MatchPackets></MatchPackets>
<MatchBytes></MatchBytes>
</StatisticSum>
</PfilterStatisticSum>
</ACL>

Table description

ltem Description
Feature name ACL

Table name PfilterStatisticSum
Table type Multi-instance table
Row name StatisticSum
Restrictions None
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Columns

Column Column Data type and
Column name . A Remarks
description type restrictions
lca Enumeration:
Direction A.pp l.cohon Index e 1—Inbound. N/A
direction
e 2—Outbound.
Enumeration:
AclType ACL type Index e 1—IPv4 ACL. N/A
e 2—IPv6 ACL
An ACL name must
start with an English
e ACL name: letter and cannot be
Case-insensitive string all.
of 1 to 63 characters. The value range
ACL name or
AclGroup Index e ACL number: depends on the
number -
0 or an unsigned AclType column.
integer in the range of ¢« 2000 to 5999 if
2000 to 5999. AclType is 1.
e 2000 to 3999 if
AclType is 2.
Unsigned integer.
AclRulelndex Index of the ACL Index 9 res N/A
rules Value range: 0 to 65534.
If the device does not
support match
Unsigned integer. i
MatchPackets Number of matched N/A g 9 c.ounhng for packet
packets Value range: 0 to 264 - 1. filter,
OxFFFFFFFFFFFFFFFF
is returned.
If the device does not
support match
Unsigned integer. i
MatchBytes Number of matched N/A Igned integ counting for packet

bytes

Value range: 0 to 2% - 1.

filter,
OxFFFFFFFFFFFFFFFF

is returned.

ACL/UserRules

This table contains information about user-defined ACL rules.

XML structure

<ACL>
<UserRules>
<Rule>

<GrouplD></GrouplD>
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<RulelD></RulelD>

<Action></Action>

<L2Rule>
<L2RuleString></L2RuleString>
<L2RuleMask></L2RuleMask>
<L20ffset></L20ffset>

</L2Rule>

<IPv4Rule>
<IPv4RuleString></IPv4RuleString>
<IPv4RuleMask></1Pv4RuleMask>
<IPv40ffset></1Pv40ffset>

</IPv4Rule>

<IPv6Rule>
<IPv6RuleString></IPv6RuleString>
<IPv6RuleMask></1Pv6RuleMask>
<IPv60Offset></1Pv60ffset>

</IPv6Rule>

<L4Rule>
<L4RuleString></L4RuleString>
<L4RuleMask></L4RuleMask>
<L40ffset></L40ffset>

</L4Rule>

<TimeRange></TimeRange>

<Counting></Counting>

<Comment></Comment>

<Status></Status>

<Count></Count>

</Rule>
</UserRules>
</ACL>

Table description

ltem Description
Feature name ACL

Table name UserRules

Table type Multi-instance table
Row name Rule

Restrictions None
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Columns

(n.'.zlmu:m Column description Eyﬂ:mn Data type and restrictions Remarks
Unsigned integer.
GrouplD ACL number. Index N/A
Value range: 5000 to 5999.
Unsigned integer.
RulelD Rule ID. Index N/A
Value range: 0 to 65534.
_ ) Enumeration:
Action Achon. on packets N/A e 1—Deny. N/A
matching the rule.
e 2—Permit.
Specifies that the offset Members include: The member
L2Rul is relative to the Data e L2RuleString. ei Tl b ers
e beginning of the Layer  structure o | 2RuleMask. :;ouesciﬁed.e
2 frame header. e 120ffset.
String for h < Hexadecimal string.
. ring for the matc
L2RuleString paﬂegrn. N/A Length: O to the devicesspecific ~ N/A
upper limit.
Hexadecimal string.
L2RuleMask Match pattern mask. N/A Length: 0 to the device-specific N/A
upper limit.
Offset in bytes after Unsigned integer.
LQOHSG? Wthh the mCIfCh N/A Volue range: 0 to fhe N/A
operation begins. device-specific upper limit.
Specifies that the offset Members include: Th b
is relative to the Data e |Pv4RuleString. © members
IPv4Rule must all be
beginning of the IPv4  structure o  |Pv4RuleMask. specified
header. P ’
e |Pv4Offset.
String for h e Hexadecimal string.
) ring for the matc
IPv4RuleString pcttegrn. N/A Length: O fo the device-specific ~ N/A
upper limit.
Hexadecimal string.
IPv4RuleMask  Match pattern mask. N/A Length: O to the device-specific N/A
upper limit.
Offset in bytes after Unsigned integer.
|PV40ffSet Wh|Ch the mdfch N/A Volue range: O to fhe N/A
operation begins. device-specific upper limit.
Specifies that the offset Members include: Th b
is relative to the Data e |Pv6RuleString. ¢ members
IPvéRule beginning of the IPv6  structure must all be
g 9 e |Pv6RuleMask. specified.

header.

e |Pv6Offset.
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Column Column description Column Data type and restrictions Remarks
name type
String for < Hexadecimal string.
. ring for the matc
[PvéRuleString paﬂegrn. N/A Length: O to the devicesspecific ~ N/A
upper limit.
Hexadecimal string.
IPv6RuleMask  Match pattern mask. N/A Length: 0 to the device-specific N/A
upper limit.
Eptecifieﬂs an Effshetﬂin Unsigned integer.
ytes after which the
IPv6Offset match operation N/A Value range: O o the N/A
begins. device-specific upper limit.
Specifies that the offset Members include:
. ) . The members
is relative to the Data o L4RuleString.
L4Rule L must all be
beginning of the Layer structure o  [4RuleMask. fiod
4 header specitied.
: o L40ffset.
String for the maich Hexadecimal string.
. ring for the matc
L4RuleString pqttegrn. N/A Length:.O.to the devicespecific ~ N/A
upper limit.
Hexadecimal string.
L4RUIeMC|Sk MCIfCh pdﬂern mGSk. N/A Lengfh: O to the device.specific N/A
upper limit.
Eptecifieﬂs an E'Hshetﬂin Unsigned integer.
ytes after which the
L4Oftset match operation N/A VG'L.Je range.:.O to the N N/A
begins. device-specific upper limit.
String, case-insensitive.
TimeRange Time range. N/A N/A
Length: 1 to 32 characters.
Boolean:
Whether to count the * true—Counls the rule
Counting N/A matches. N/A
rule matches.
o false—Does not count the
rule matches (default).
String, case-sensitive.
Comment Rule comment. N/A N/A
Length: 1 to 127 characters.
Enumeration:
Status Rule status. N/A o 1—Active. N/A
e 2—Inactive.
Unsigned integer.
Count Number of packets N/A g 9 N/A

that match a rule.

Value range: 0 fo 2% - 1.

ACL/ZonePairPtilterApply

This table contains information about packet filter application for zone pair.
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XML structure

<ACL>
<ZonePairPfilterApply>
<Pfilter>
<SrcZone></SrcZone>
<DestZone></DestZone>
<AclType></AclType>
<AclGroup></AclGroup>
<AppSequence></AppSequence>
</Pfilter>
</ZonePairPfilterApply>
</ACL>

Table description

ltem Description
Feature name ACL
Table name ZonePairPfilterApply
Table type Multi-instance table
Row name Pfilter
Restrictions None
Columns
Column Column  Data type and

Column name Remarks

description type restrictions

String, case insensitive. .
Cannot contain

midline( - ).

Srcz Name of the Ind
rcZone source zone. ndex e length: 1o 31

characters.

String, case insensitive. .
Cannot contain

midline( - ).

Name of the
DestZone destination zone. Index ¢ Length: 110 31

characters.

Enumeration:

o 1—IPv4 ACL Type 3 is not supported in
the current software

AclType ACl type. Index * 2—IPv6 ACL version, and is reserved
o 3—Ethernet frame for future support.
header ACL.
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Column Column

Column name .
description type

Data type and
restrictions

Remarks

AclGroup /:\f;bn;me o Index

e ACL name:
Case-insensitive  string
of 1 to 63 characters.

e ACL number:
An unsigned infeger in
the range of 2000 to
5999.

An ACL name must start
with an English letter and
cannot be all.

The value range depends
on the AppAclType

column.

e 2000 to 5999 if
AppAclType is 1.

e 2000 to 3999 if
AppAclType is 2.

ACL application
sequence.

AppSequence N/A

Unsigned integer.

Value range: 1 to

4294967295.

N/A

ACL/ZonePairPfilterRules

This table contains running information about packet filter ACL rules for zone pair.

XML structure

<ACL>
<ZonePairPfilterRules>
<Rule>
<SrcZone></SrcZone>
<DestZone></DestZone>
<AclType></AclType>
<AclGroup></AclGroup>
<AclRulelD></AclRulelD>
<RuleMatchPkts></RuleMatchPkts>
<RuleMatchBytes></RuleMatchBytes>
</Rule>
</ZonePairPfilterRules>
</ACL>

Table description

Item Description
Feature name ACL

Table name ZonePairPfilterRules
Table type Multi-instance table
Row name Rule

Restrictions None
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Columns

Column Column

Column name .
description type

Data type and restrictions  Remarks

String, case insensitive. .
Name of the Cannot contain

SrcZone Index o length: 1o 31

source zone. midline( - ).
characters.
Name of the String, case insensitive. C ; ko
. annot contain
DestZone destination Index o Llength: 110 31 midlinnoe( 8 i
zone. characters.

Enumeration:

e 1—IPva ACL Type 3 is not supported
in the current software

version, and is reserved
o 3—Ethernet frame header  for future support.

ACL.

AclType ACL type. Index e 2—IPv6 ACL

An ACL name must start

with an English letter

¢ ACL name: and cannot be all.
Case-insensitive string of

1 to 63 characters. The value range

ACL name or depends on the
AclGroup number. Index * ACl nu.mber:. ) AppAclType column.
An unsigned integer in ) "
the range of 2000 to * 2000to 599.9 !
5099 AppAciType is 1.

e 2000 to 3999 if
AppAciType is 2.

Unsigned integer.
AclRulelD Index of the 4, neignec nieger N/A
ACL rules. Value range: 0 to 65534.
If the device does not
Number of Unsigned infeger. support match counting
RuleMatchPkts matched N/A o for packet filter,
packets. Value range: 0 to 2°- 1. OxFFFFFFFFFFFFFFFF is
returned.

If the device does not

Unsianed integer. support match counting
RuleMatchBytes mu;n}k:ecrlobf ; N/A g g o for packet filter,
arched bytes. Valve range: Oto 2 1. FRRFFFFFFFFFFFFF is

returned.
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